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Why you need security for your website

The Internet has created many new global business opportunities for enterprises
conducting online commerce. However, the many security risks associated with
conducting e-commerce have resulted in security becoming a major factor for online

success or failure.

Over the past 7 years, consumer magazines, industry bodies and security providers
have educated the market on the basics of online security. The majority of consumers
now expect security to be integrated into any online service they use, as a result they
expect any details they provide via the Internet to remain confidential and integral. For
many customers, the only time they will ever consider buying your products or

services online is when they are satisfied their details are secure.

This guide explains how you can utilize PeaceTrustSSL to activate the core security
technology available on your existing webserver. You will also learn how
PeaceTrustSSL allows you to protect your customer’s transactions and provide
visitors with proof of your digital identity — essential factors in gaining confidence in

your services and identity.

Using PeaceTrustSSL Certificates to secure your online transactions tells your
customers you take their security seriously. They will visibly see that their online
transaction will be secure, confidential and integral and give them the confidence that

you have removed the risk associated with trading over the Internet.

Using Security helps you realize the benefits of online commerce:

* Cost effectiveness of online operations and delivery
e Open global markets — gain customers from all over the world
¢« New and exciting ways of marketing directly to your customers

« Offer new data products and services via the Web

Only if you have visibly secured your site with SSL security technology will your
customers have confidence in your online operations. Read on to learn how SSL helps

you achieve the confidence essential to successful e-commerce.



What is S5L7?

Secure Sockets Layer, SSL, is the standard security technology for creating an
encrypted link between a web server and a browser. This link ensures that all data
passed between the web server and browser remain private and integral. SSL is an
industry standard and is used by millions of websites in the protection of their online
transactions with their customers. In order to be able to generate an SSL link, a web

server requires an SSL Certificate.

When you choose to activate SSL on your webserver you will be prompted to complete
a number of questions about the identity of your website (e.g. your website’s URL)
and your company (e.g. your company’s name and location). Your webserver then
creates two cryptographic keys — a Private Key and a Public Key. Your Private Key is
so called for a reason — it must remain private and secure. The Public Key does not
need to be secret and is placed into a Certificate Signing Request (CSR) — a data file
also containing your details. You should then submit the CSR during the SSL
Certificate application process Comodo, the PeaceTrustSSL Certification Authority,
who will validate your details and issue an SSL Certificate containing your details and

allowing you to use SSL.
Your webserver will match your issued SSL Certificate to your Private Key. Your
webserver will then be able to establish an encrypted link between the website and

your customer’s web browser.

For detailed application and installation instructions please refer to section “Step by

step instructions to set up SSL on your webserver” of this guide.
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Displaying the SSL secure padlock

“SSL is the de facto web The complexities of the SSL protocol remain invisible to your customers. Instead their

. . browsers provide them with a key indicator to let them know they are currently
transaction security

technology. Webservers protected by an SSL encrypted session — the Padlock:

have been built to support
it; web browsers have é % Internet

been built to use it.
As seen by users of Internet Explorer

Secure your customers
transactions

Clicking on the Padlock displays your SSL Certificate and your details:
transparently without

-
your customers having to Certificate e
do a thing!

General |Details | Certification Path |

T
= | Certificate Information

This certificate is intended for the following purpose(s):
*Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Issued to:  *.comodo.net

Issued by: Comodo Class 3 Security Services CA

valid from 27/03/2002 to 26/0%/2005

Enstall Cerﬁﬁcate...§| [ Issuer Statement ]

As seen by users of Internet Explorer

All SSL Certificates are issued to either companies or legally accountable individuals.
Typically an SSL Certificate will contain your domain name, your company name, your
address, your city, your state and your country. It will also contain the expiry date of
the Certificate and details of the Certification Authority responsible for the issuance of
the Certificate.

When a browser connects to a secure site it will retrieve the site’s SSL Certificate and
check that it has not expired, it has been issued by a Certification Authority the
browser trusts, and that it is being used by the website for which it has been issued. If

it fails on any one of these checks the browser will display a warning to the end user.
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“Starting at only 349 per
year per Certificate, with
additional bulk and multi-
year discounts available,
PeaceTrustSSL provide
the most cost effective
fully validated and fully
supported Certificates

available.”

Why should you use an InstantS5L Certificate?

Comodo, the Certification Authority behind PeaceTrustSSL, is the fastest growing SSL
Provider in the world. Unlike other Certification Authorities, Comodo does not just
provide SSL Certificates — they are a world-renowned security and cryptography
service provider. When you are a customer of Comodo, you can feel safe knowing that

your website security is provided by experts.

PeaceTrustSSL Certificates are the most cost-effective fully validated and fully
supported 128 bit SSL Certificates you can buy today! You can contact the technical
support team between 3am- 7pm EST (soon to be 24 hours). You can also feel safe in
the knowledge that Comodo will validate your application in accordance with the latest
digital signature legislation pertaining to Qualified Certificates. This validation is done
effectively and quickly, ensuring you need not wait the traditional 3 working days

normally associated with a fully validated SSL Certificate.

PeaceTrustSSL boasts industry leading browser ubiquity — comparable to Verisign and
Thawte, however without the costs associated with other SSL Providers.
PeaceTrustSSL Certificates are compatible with over 99% of browsers — including
Internet Explorer 5.00 and above, Netscape 4.5 and above, AOL 6 and above and

Opera 5.00 and above.
PeaceTrustSSL benefits summary:

PeaceTrustSSL Certificates are the most cost effective SSL Certificates you can buy

which include:

¢ Full validation conducted quickly — in many cases you can expect your SSL
Certificate to be issued within minutes

¢ Telephone, email, web support available 3am — 7pm EST

e Over 99% browser compatibility

128 bit strong encryption security

* Backed by warranties ranging from $50 to $10,000

PeaceTrustSSL Certificates provide you with the key to successfully using SSL on

your webserver.
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“Only PeaceTrustSSL
offers free fully
functional, validated and
supported 30 day trial
Certificates, giving you
the unique opportunity to
fully test the Certificate
and your webserver
configuration before

”»

going live.

Testing your webserver before you buy -
Try a Trial SSL Certificate for FREE

Trial SSL Certificates provide full SSL functionality for 30 days and are fully supported
by our expert technical support staff. Unlike test Certificates from other CAs,
PeaceTrustSSL trial Certificates are issued using the same Trusted Root CA that
issues our end-entity SSL Certificates and provides 99% browser ubiquity, and NOT
by a different test CA. This unique service helps you fully test your system prior to

your live roll out.

Trial SSL Certificates are ideal for anyone requiring proof of ease of installation,
confirmation of high quality technical support and also confirmation of compatibility
with the majority of the browsers that exist today. Trial SSL Certificates are also ideal
for practicing with Certificates and learning about SSL implementation before

committing to installing a Certificate on your live system.

Get your free 30 day trial SSL Certificate from

www.peacetrust.net/products/trialssl.html
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Step by step instructions to set up SSL on your

Microsoft

1S 5x webserver

There are four stages to setting up SSL on your Microsoft IIS 5x webserver:

Insta
Displ

BN -

1. Generating a Certificate Signing Request (CSR)

Create a Certificate Signing Request (CSR)
Apply online

lling your Certificate
aying your Secure Site Seal

A CSR is a file containing your certificate application information, including your
Public Key. Generate your CSR and then copy and paste the CSR file into the
webform in the enroliment process:

Generate keys and Certificate Signing Request:

e Select Administrative Tools from the Start Menu
Internet Services Manager

e Start

¥ Internet Information Services O] x|
File Action View Help
& o BHEEFHE 22> 1
% Internet Information Services Marme | Path Y
Eg CRL-HOME (Jocal computer) @IISHEIp c:\windowsthelplishelp
£ Web Sites C@tsweb CAWINDOWS web \tswe
Eﬂ W (@ _vti_bin C:\Program Files\Comme
-3 [IsHelp (@ Printers C:\WINDOWS \web\print
Ei tsw.el:u. [dimages
- _vti_bin 2 i
[+-{ g Printers jrfuate
-1 images (3 _vti_enf
& _private (3 _vti_log i
E-C3 _vti_onf 3 _vti_pvt
{“_‘| _wti_log (L3 _vti_script
B3 _vti_pvt (3 _vti_twt
B3 _vti_seript 8] help.aif
{:I _wli_txt @ iisstart.asp
[+ Default SMTP Virtual Server ’ﬂ lncolabawt oo _’ILI
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Open the Properties window for the website the CSR is for. You can do this
by right clicking on the Default Website and selecting Properties from the

menu

Open Directory Security by right clicking on the Directory Security tab




Default Web Site Properties 7] x|

WebSte |  ISAPIFiters |  HomeDiectoy |  Documents |
Directory Security | HTTP Headers I Custom Emors I Server BExdensions

— Anonymous access and authentication control

Enable anomymous access and edit the
w authertication methods for this resource. B

| P address and domain mame restrichions

[arant an deny access o thiz resaurce Wsing
|F addreszes ar intermet domain names.

Edt.. |
— Secure communications
Require secure communications and ;
enable cliert cerificates when this Server Certfficate... |
resource is accessed. i >
Wiew Certificate... |
Edt.. |
oK Cancel T

e Click Server Certificate. The following Wizard will appear:

s Certificate Wizard

Server Certificate
There are five methods for assigning a cedificate to a Web site.

Select the method you want to use faor this web site:

% Lreate a new certificate

" Assign an existing cerfficate

{~ Import a certficate from a Key Manager backup file.

< Back Mexdt = Cancel

« Click Create a new certificate and click Next.
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s Certificate Wizard

Delayed or Imnmediate Request
fou can prepare a request to be sent [ater, or you can send one
immediately.

Do you want to prepare a certificate request to be sent later, or do you want to send it
immediately to an online cerification authority ¥

¥ Prepare the request now, but send it later

" Sendthe request immediately to an online certification autharity

< Back Mexd = Cancel

e Select Prepare the request now, but send it later and click Next.

05 Certificate Wizard

Name and Security Settings
Your new certfficate must have a name and a specific bit length.

Type a name for the new certfficate. The name should be easy for you to referto and
remember.

Mame:

Your Compary Mame

The bit length of the encryption key detemmines the cerfficate’s encryption strength.
The greater the bit length, the stronger the security. However, a greater bit length may
decrease performance.

Bit length: [1024 |

[T Server Gated Cryptography (SGC) certificate for export versions only)

[~ Select cryptographic service provider (C5P) forthis cerfficate

< Back Mexd = Cancel

* Provide a name for the certificate, this needs to be easily identifiable if you
are working with multiple domains. This is for your records only.

e If your server is 40 bit enabled, you will generate a 512 bit key. If your server
is 128 bit you can generate up to 1024 bit keys. We recommend you stay with
the default of 1024 bit key if the option is available. Click Next
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s Certificate Wizard

Organization Information
Your certificate must include information about your organization that
distinguishes it from other organizations.

Select or type your organization's name and your organizational unit. This is typically the
legal name of your organization and the name of your division or department .

For further information, consult cerification authority’s Web site.

Qrganization:
IY:::ur Company Name j

Organizational unit:

|Web =]

< Back Mead = Cancel

¢ Enter Organisation and Organisation Unit, these are your company name and
department respectively. Click Next.

s Certificate Wizard

Your Site's Common Mame
Your Web site’s comman name is its fully qualfied domain name.

Type the common name for your site. f the server is on the Intemet, use a valid DNS
name. If the server is on the intranet, you may prefer to use the computer’s MetBIOS
name.

If the commaon name changes, you will need to obtain a new cedificate.

Comman name:

|'n'w'n'.m'_.rdnmainname.mm|

< Back Mead = Cancel

e The Common Name field should be the Fully Qualified Domain Name
(FQDN) or the web address for which you plan to use your Certificate, e.g. the
area of your site you wish customers to connect to using SSL. For example,
an PeaceTrustSSL Certificate issued for comodo.net will NOT be valid for
secure.comodo.net. If the web address to be used for SSL is
secure.comodo.net, ensure that the common name submitted in the CSR is
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secure.comodo.net. Note that preceeding the FQDN with https:// is NOT
necessary. Click Next.

s Certificate Wizard

Geographical Information
The cerification authority requires the following geographical information.

Courntry/Region:
|us (United States) |

Stateprovince:

|M-_.r State =l
Cityocality:

II"-'1'_.r City j

State/province and Citylocality must be complete, official names and may not contain
abbreviations.

< Back Med = Cancel

* Enter your Country, State and City. Click Next.

05 Certificate Wizard

Certificate Request Fle Name
Your certificate request is saved as a texd file with the file name you
specify.

Erter a file name for the certfficate request.

File name:

cweertreq b Browse... |

< Back Mexd = Cancel

¢« Enter a filename and location to save your CSR. You will need this CSR to
enroll for your Certificate. Click Next.
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s Certificate Wizard

Request Fle Summary

ou have chosen to generate a request file.

To generate the following request, click Mesd.
File name: clcertreqbd

Your request contains the following infarmation:

lssued To Www mmydomainname .com
Friendly Mame Your Compary Mame
Country/Region s

State / Province My State

City My City

Organization Your Compary Mame
Crganizational Unit Web

< Back Mexd = Cancel

¢ Check the details you have entered. If you have made a mistake click Back
and amend the details. Be especially sure to check the domain name the
Certificate is to be Issued To. Your Certificate will only work on this domain.
Click Next when you are happy the details are absolutely correct.

2. Applying for your PeaceTrustSSL Certificate Online

Visit www.peacetrust.net and select your SSL Certificate product type. You will be

required to submit the CSR into a webform. When you make your application, make

sure you include the CSR in its entirety into the appropriate section of the enroliment

form. When you view your CSR it will appear something like:

----- BEGI N NEW CERTI FI CATE REQUEST- - - - -
M | DVj CCAr 8 CAQAwez EdMBs GA1UEAX MUd3d3Lml5ZG9t YW ubmFt ZS5j b20x DDAK
BgNVBAs TALd| Yj EaMBgGALUEChVRWAS 1ci BDb21wYW551 E5hbWJUx EDAOBgNVBAC T
BO15I ENpdHk x ETAPBgNVBAgTCE151 FNOYXRI MQs wCQYDVQQGEWJ VUz CBnz ANBgk g
hki GOwOBAQEFAAOBj QAwg YK CgYEAuev9ILNSRX/ 6u5l z7ckpt Ol GADWnAF/ | sksJO
n5r 9wlEKINp5/ OJEt 72r 5es3ni e5r TKo304yvSLovkSOvqT+i Of EZvI 5B4AmXTEPwW
f DLj EcwcNb8SCJ4Ar UAhHKJIWHDKJ HDKDAG587568gf hj f j FHGFHFhs gGHJ GJj hhj
HFEDATGFr YTr YTr f GHI &DHIKDHKj wj kk gAgcwCg Yl KoZI hve NHKIHFr yt DETR$456

Awc WEWYDVROI IARWRB f i s i EYAg 4wges CAQEe
Wy BNAGK AYwB I AU C YQOBUMAGAAZQBsS AC67
QwBYy AHk Ac AB z AGEATABO AGK F A BK’AGUAC g OBi QCq

EH3QppP7Ewuz60h4 EUXMbKdqi e AchQ52i FSXqQ/ n1xAt EpVUf j | MBexr 42Ehy Yl r
I V7cpUKbSr/ eQ6c/ hj i Ui 17EpvI e BBVOBKFWs Wz J 0Shx0BmOKv DnKI NNQC3Jya+M
N/ t 9axyuCwdUYJi Lgl Nnj cBLSxL/ 6hovXNDLuCLgMAAAAAAAAAAAMAOGCSGGSI b3
DQEBBQUAA4 GBAEQT6Pwj 0BHe OUw+ARO GAT30q+10YNKr 341 CouMC6MZKql KgVZDV
t Res4uz 1Yf 8+WRCut VvDByr ey+CdgzJzHvHqS6! Aj 2swx8Qadc| VWOKZf H/ / k/ KE
1M OEb6c3Mp1ECor j | m+HRN20Qga+dnDBOowyRYn7Vz +NKar 88nr Jwk/

----- END NEW CERTI FI CATE REQUEST- - - - -

Be sure to copy the CSR text in its entirety into the application form, including the:

3. Installing your PeaceTrustSSL Certificate

www.peacetrust.net
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Installing the Root & Intermediate Certificates

When you PeaceTrustSSL Certificate has been issued you will receive 3 Certificates
via email from Comodo Security Services. Save these Certificates to the desktop of

the webserver machine, then:

¢ Click the Start Button then select Run and type mmc

¢ Click File and select Add/Remove Snap in

¢ Select Add, select Certificates from the Add Standalone Snap-in box and
click Add

¢ Select Computer Account and click Finish

¢ Close the Add Standalone Snap-in box, click OK in the Add/Remove Snap
in

* Return to the MMC

A. To install the GTECyberTrustRoot Certificate:

i Consolel _':.: O] x|

File  Action View Favorites Window Help
& |@m B 2

'iti Console Root L 2 =10l x|
(7] Console Root | Mame |

E‘@ Certificates - Current User EP Certificates - Current User
[ Personal

a Trusted Root Certification Authorities
I:I Enterprise Trust Find Certificates... |
B-/27 Intermediate Cer:

|:| Active Directory | All Tasks 3 Find Certificates...
9 (] Tusted Pubsher e Widow fromiere

I:I Untrusted Certific
I:I Third-Party Root  Refresh
I:I Trusted People
I:I Other People
I:I Certificate Enrollment Requests
=21 _NMSTR

Help

|Add a cerfificate to a store o

* Right click the Trusted Root Certification Authorities, select All Tasks, select
Import.
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Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. & certificate store is the system area where
certificates are kept.

To continue, dick Mext.

= Back

Cancel |

¢ Click Next.

Certificate Import Wizard

File to Import

Spedfy the file you want to impaort.

File name:

Browse... |

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #£12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS £7 Certificates ((P7B)

Microsoft Serialized Certificate Store (.55T)

= Back I Mext = I Cancel

e Locate the GTECyberTrustRoot Certificate and click Next.
. When the wizard is completed, click Finish.

www.peacetrust.net
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B. To install the ComodoSecurityServicesCA Certificate:

‘i Consolel - =100 x|

File Acton View Favorites Window Help

o |m| B2

'iti Console Root ; i 10l x|
[ Console Root Mame |
=D Certificates - Current User E Certificates - Current User

[+-[_] Personal

|:| Trusted Root Certification Authorities

|:| Enterprise Trust

&-(Z] Active Dire Find Certificates... h

Erl- (] Trusted Pu gy ¥ Find Certificates....

-2 Untrusted

(-] Third-Party  New Window from Here

-] Trusted Pe
. - Refresh
|:| Other Peor

[+-[_] Certificate Help

-0 _NMSTR

|Add a certificate to a store o

* Right click the Intermediate Certification Authorities, select All Tasks, select
Import.

*« Complete the import wizard again, but this time locating the
ComodoSecurityServicesCA Certificate when prompted for the Certificate file.

¢« Ensure that the GTECyberTrustRoot certificate appears under Trusted Root
Certification Authorities

¢ Ensure that the ComodoSecurityServicesCA appears under Intermediate
Certification Authorities

C. Installing your SSL Certificate

e Select Administrative Tools
¢ Start Internet Services Manager
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¥ Internet Information Services O] x|

File Action View Help
& o BHEEFHE 22> 1
% Internet Information Services Marme | Path =
Eg CRL-HOME (Jocal computer) @IISHEIp c:\windowsthelplishelp
£ Web Sites C@tsweb CAWINDOWS web \tswe
Eﬂ W (@ _vti_bin C:\Program Files\Comme
-3 [IsHelp (@ Printers C:\WINDOWS \web\print
Ei tsw.el:u. [dimages
- _vti_bin 2 i
[+-{ g Printers jrfuate
-1 images (3 _vti_enf
& _private (3 _vti_log i
{:' _vti_enf D_vﬁ _pvt
{“_‘| _vti_log D_vﬁ_s-:ript
B3 _vti_pvt (3 _vti_twt
B3 _vti_seript 8] help.aif
{:I _wli_txt @ iisstart.asp
(- ¥ Default SMTP Virtual Server ’ﬂ lmmmlobmrd = | _’ILI

¢ Open the properties window for the website. You can do this by right clicking
on the Default Website and selecting Properties from the menu.
¢« Open Directory Security by right clicking on the Directory Security tab

Default Web Site Properties 7] x|

WebSte |  ISAPIFiters |  HomeDiectoy |  Documents |
Directory Security | HTTP Headers I Custom Emors I Server BExdensions

— Anonymous access and authentication control

Enable anomymous access and edit the
w authertication methods for this resource. B

| P address and domain mame restrichions

[arant an deny access o thiz resaurce Wsing
|F addreszes ar intermet domain names.

Edt. |

— Secure communications

Require secure communications and ;
enable client cerificates when this Server Certificate... |

resource is accessed. |

Wiew Certificate...

Edit. |

oK Cancel T
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e Click Server Certificate. The following Wizard will appear:

s Certificate Wizard

Pending Certificate Request
A pending cerificate request is a request to which the cerification
authorty has not yet responded.

A certfficate request is pending. What would vou like to do?

¥ Process the pending request and install the cerificate!

" Delete the pending request

< Back Mexd = Cancel

* Choose to Process the Pending Request and Install the Certificate. Click
Next.

* Enter the location of your certificate (you may also browse to locate your
certificate), and then click Next.

¢ Read the summary screen to be sure that you are processing the correct
certificate, and then click Next.

¢« You will see a confirmation screen. When you have read this information, click
Next.

¢« You now have a server certificate installed.

Important: You must now restart the computer to complete the install

Open the Properties of the default website and ensure that SSL port contains the
number 443 (it should default to this number automatically). You may want to test the
Web site to ensure that everything is working correctly. Be sure to use https:// when

you test connectivity to the site.

4. Displaying your Secure Site Seal

As a valued PeaceTrustSSL customer we encourage you to display the
PeaceTrustSSL secure site seal to help promote your secure site to customers. The

secure site seal is free to all PeaceTrustSSL customers.
Contact us to discuss our TrustLogo technology and how providing real-time identity

assurance to customers to help establish even more confidence and trust with your

customers.
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Fast, cost-effective SSL Security for your webserver...

The Internet is a revolutionary medium for you to improve your sales and online
services for customers. PeaceTrustSSL is the perfect solution to securing your

webserver with SSL quickly, easily and cost-effectively.

Contact us to discuss your individual security requirements

Contact us between 3am and 7pm EST to discuss how PeaceTrustSSL can help you:

support@earthchild.net

sales@earthchild.net

PeaceTrust.net
Marketed worldwide through the independent associates of Earthchild.net
a marketing program by Peace 2000

For contact information visit: www.earthchild.net

www.peacetrust.net

18



